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0O

SSH -0 OO OO OO DO  eerririuiurinnniaanaaaaeeeeeeseseresreeessssssnrsnsnsnaasaaaeesesssssseeerra 3
/€tc/SSh/sShd €config (I [0 [T [0 ..oociiiiiiiiiiiiiiee e e e e e e e e e e s e e a s 3
Y=L (o T Ty e ] £ e I TP PP PPPPPPP 3
/etc/pam.d/system-auth [ 1 [ 01 ..ot ee e 3

TP 4
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SSH-O0O 0000 00 00

SSH-UO 0000 0o og

/etc/ssh/sshd _config 00 OO

# AllowGroups : OO0 OO0 OO

# AllowUsers : 000 000 OO0
# DenyGroups : 000 OO0 OO
# DenyUsers 000 00O od

# userl O user20 OOODO ODODOO (OOO OO O0O)
DenyUsers userl user2

# userll user2 0 OODODO ODODO (ODODOO OO O0O)
AllowUsers userl user2

#00O 00 ( userG@l ~ userlod ) OO0 OOOO0OO OO OOOOOO OOOO OO.

DenyUsers user*

#0000 OO Allowd Denyl OO0 O0O0OOO0 OO0 OO0 000D OO0 OO OO0 OO

oob oobobo oboboo oo bbb bbb booooobo oooa.

/etc/pam.d/sshd OO OO

/etc/pam.d/sshd 0 000000 sshdd OOO0O OO0 OO telnet,consoled OO O0OOO O

0000 OO /etc/pam.d/system-auth 0 OOO0O O0O.

%PAM-1.0

auth required pam listfile.so item=user sense=deny file=/etc/ssh/sshusers

onerr=succeed

#0 0000 0000 00000 /etc/ssh/sshusersO 0O0O0OO0.(O0 000 OO0 O

000 oooo ooy

# ssh OO0 OO0 O 0000 100 OOoOooOoaQ.
userl
user?2

/etc/pam.d/system-auth 00 00O

auth required pam env.so

auth required pam listfile.so # <<== new line add
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0o

auth sufficient pam unix.so nullok try first pass
auth requisite pam succeed if.so uid>= 500 quiet
auth required pam deny.so

gogodg ob oot oo oo

#OODOOO OOOOO
auth required pam listfile.so onerr=fail item=group sense=allow
file=/etc/login.group

HUOOUOOOO OOO OO
auth required pam listfile.so onerr=fail item=user sense=allow
file=/etc/login.group

onerr=fail: 00 OO0 OO OO0 (D0 OO0 DOOODO OODO OO OO0 O0O0).0000
000000 o0 oooooobo oooon.

ejtem=gqgroup: 00 OO OO (user: 0000 OO O0O)

sense =allow: 00 OO0O /etc/logingroup D OO0 ODO0OO OO0 OO OO (deny: 00 O
OO0 oooog oo)

file = Jetc/login.group: 00 /OOODO OO0 O0O.0 000O0O0 OO /0000000 00

O000.00 000 D000 sense=allowd OO PAM SUCCESSO OO0OO OO O0OO

gooooon.

goog

e https://access.redhat.com/solutions/252773
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